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Abstract. The COVID-19 pandemic introduced many limitations and changes 
in our lives and in particular in education. This article presents problems in distance 
learning in the field of computer networks and information security between March 
and June 2020 in the training of engineers with computer science profile.
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Introduction
The pandemic situation caused by the corona virus SARS-COV-19 

(COVID-19) has necessitated radical changes to the education system. Educational 
institutions have temporarily suspended attendance classes, which impacts educa-
tion in unprecedented ways. Based on statistics from UNESCO, at the height of the 
COVID-19 pandemic, nearly 1,480,292,206 were affected by the closure or partial 
closure of schools and universities in nearly 160 countries1). In April 2020, nearly 
90% of countries switched to distance teaching.

This data has forced countries to look for alternative ways of distance learning 
to reach all children, for example through teaching on TV, radio and other channels. 
According to research, this pandemic has had a significant impact on the perfor-
mance of students in higher education (Gonzalez et al. 2020).

In the remote form of training, trainees and teachers can be in a virtual environ-
ment, creating a connection based on internet and communication technologies. 
Remote learning is a form in which trainees, teachers and administrators may be 
separated by location, but not necessarily at a time when the distance created is 
compensated by e-learning technologies, methods and means2). Synchronous and 
asynchronous distance learning can be implemented. In order to perform synchro-
nous training in an electronic environment, compliance with a pre-established 
learning schedule is required, there is an interaction between a teacher and a learner 
and ongoing feedback can be carried out.

The article presents a study related to the change of training during the  
COVID-19 pandemic in engineering specialties with a profile in computer science. 
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The study was conducted with students in full-time education at the Faculty of 
Computer Systems and Technologies at the Technical University - Sofia, in the 
discipline Network and Information Security.

Profile of the subjects
The study group consists of students at the Technical University - Sofia in engi-

neering with a profile in computer science before and during the COVID-19 pan-
demic. As can be seen from fig. 1, 72% of the students are male and 28% are 
female, which is a traditional ratio for engineering specialties.

Figure 1. Gender distribution of the students surveyed

In fig. 2 the presented distribution by age shows that 96% of the surveyed stu-
dents are in the age range from 21 to 25 years, only 4% are from 26 to 30.

Figure 2. Age distribution of the students surveyed

72%
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The reason for this is that the majority of these students are bachelors: 64% are 
in Bachelor’s degree, of which the workers are 28% (Fig. 3). The remaining 36% 
are studying Master’s degree, of which 8% are working.

Figure 3. Educational degree

Training before and during COVID-19
The curriculum for specialty Information Technologies in Industry aims to pre-

pare engineers in various industrial fields with in-depth knowledge in computer 
technology and modern industrial information systems3). Creative thinking and the 
development of digital competencies is a prerequisite for engineers to be success-
ful in their field (Chehlarova & Gachev 2021). Until the advent of the COVID-19 
pandemic, classes in the discipline of Network and Information Security were con-
ducted in the traditional way - presented in a lecture hall equipped with an inter-
active whiteboard and laptop. The work during laboratory exercises is carried out 
in a laboratory room with computers. Each student has a workplace and a field for 
successful implementation of the tasks assigned to him (Fig. 4).

Figure 4. Setup for wireless network security analysis
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Laboratory exercises can be performed through simulations or through real ex-
perimental setups (Fig. 5).

Figure 5. Part of the equipment in a network and information security laboratory

For laboratory exercises in the field of computer networks, they may use simu-
lators that are close to reality (Fig. 6). This enables the use of own devices and the 
implementation of distance learning.

Figure 6. Simulation of an exercise for the construction and configuration of AAA



259

Some Problems in Engineering...

Figure 7. Result of interception of UDP Flood attack by Snort system

In more complex simulations, such as conducting exercises related to network 
and information security, the resource is significantly larger (Fig. 7).

According to the university rules, lectures are not mandatory, only recommended. In 
real practice, the attendance of lectures is below 10%, which is also explained by the high 
percentage of working students. Laboratory exercises are mandatory, and the presence of 
everyone should be with its administrative subgroup. This was assessed as a disadvantage 
by students because of their difficulties of a different nature in terms of conditions.

During the COVID-19 pandemic, it was urgent to move to distance learning in 
an electronic environment. This led to the use of various means for remote synchro-
nous lectures, seminars and laboratory classes. The teachers themselves chose how 
and by what means they would perform distance learning. The free version of the 
Zoom software product was initially selected for the sessions. In March 2020, the 
company developing this product allowed unlimited time for its use. After less than 
a month, the owners of the program put a limit on the duration of each session to 45 
minutes. Difficulties were observed in providing learning materials suitable for dis-
tance learning in an electronic environment. Attendance during lectures increased 
3 times due to the ability of students to work remotely. The possibility of attending 
laboratory exercises with another group was evaluated by the students because they 
were allowed more flexibility to participate in the learning process.
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The process of conducting the classes in a distance learning form in an elec-
tronic environment allows flexibility in the participation of students (Kiryakova & 
Angelova 2021). During the laboratory exercises, difficulties were observed on the 
part of the students and conducting simulations. As described above, simulations 
require a greater technical resource, and not all students have this kind of technique. 
Many of them did not complete the simulations to the end and left the exercise 
with others who had already finished. During the laboratory exercises, the tasks 
performed by the students were checked on the spot. When a difficulty is found, at-
tention is paid to each one, and the student is invited to share his screen with every-
one so that others can see what the problem was. In the vast majority of cases, the 
problems are of a homogeneous type. A major disadvantage observed in distance 
learning in an electronic environment is the retention of students’ attention, which 
was compensated by the use of a game and competitive approach. In order to stim-
ulate students for self-preparation and possible discussions, the learning materials 
for this type of training had to be updated.

The results of the COVID-19 crisis also led to the creation of a virtual labora-
tory for computer networks and network security. With its help, students will be 
able to perform most simulations of the exercises in disciplines such as computer 
networks, network and information security, etc.

Moodle’s resources were used to conduct a distance learning exams in an elec-
tronic environment. The exam was conducted by a test with 30 closed questions 
(with one correct answer) for 40 minutes. The results shown are higher than in an 
attendance examination conducted a year earlier (Figure 8).

Figure 8. Exam results
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Observations show that the COVID-19 crisis has triggered increased use of fa-
miliar and demand for new platforms to make conference calls, search and modify 
existing and create new educational resources for training in an electronic envi-
ronment both in schools and in Universities (Ivanov et al 2019), (Yoshinov et al 
2021; Chehlarova et al 2021; Radonov et all 2020). Specific decisions on distance 
learning were taken both at national level and institutionally.

Currently, Technical University of Sofia has a strategy for organizing and con-
ducting of attendance training in an electronic environment, conducting exams and 
video-conference defense of diploma thesis. It states that face-to-face classes for 
full-time and part-time students, as well as for students in qualification programs, 
are held in an electronic environment using the Moodle or Blackboard e-learning 
platforms. Classes are done synchronously on one of the platforms MS Teams, 
Google Meet or BigBlueButton using a camera, microphone and/or shared screen 
according to the specifics of the discipline and type of class (lecture, seminar ex-
ercise, laboratory exercise), following the weekly schedule of the classes. These 
platforms also offer interoperability at different levels (Trifonov et al 2016; Petrova 
et al 2016).

In order to reduce the possibilities for replacing of students’ identity and the 
authorship of their works when conducting of attendance exams in an electronic 
environment, teachers may comply with the following pedagogical and technolog-
ical recommendations:

In the case of a written exam in Moodle or on the Blackboard, it is recommend-
ed to set an assignment, to set a time range according to the curriculum schedule. It 
is recommended to carry out a follow-up check by the head responsible for training 
in the primary unit.

In an electronic test, it is recommended to use MS Forms, Google Forms, Moo-
dle or Blackboard to create a question database (so that each student receives a 
different version of the test), limiting the time to complete the test (so, to prevent 
the student from searching for the answer on the Internet, or in the learning re-
sources, or to communicate with his colleagues, but to rely on his own knowledge). 
When using Moodle, it is recommended to use a browser that does not allow screen 
switching (Safe Exam Browser, Browser Security) or set the maximum number of 
screen switches, after which the exam is terminated by automatically submitting 
the questions for which answers are provided.

For exams based on projects, presentations, strategies, problem solving, re-
ports, etc., which require protection of the prepared exam task, it is recommended 
that protection be carried out in a virtual classroom using MS Teams or Google 
Meet. The student should submit his/her exam work in advance at Moodle or 
Blackboard, and the teacher should have a discussion with the student, based on 
visual contact and on a shared screen, to facilitate the establishment of the stu-
dent’s authorship.
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The work aimed at educating the younger generation should not be ne-
glected either, because even in compliance with these recommendations, 
there may be manifestations of deviations and impossibility to ensure objec-
tive assessment.

Conclusion
Students in an engineering specialty with a computer science profile at the Tech-

nical University of Sofia dealt quickly and easily with the change in the form of 
training imposed due to the COVID-19 pandemic. In the study, the students ex-
pressed satisfaction with the online learning, as well as the preference for hybrid 
form of training (lectures and seminars to be conducted in an electronic environ-
ment, and practical attendance at exercises). As a result of the organization of dis-
tance learning – synchronous and asynchronous, educational resources were cre-
ated, which can also be used outside a pandemic environment. There are problems 
with remote testing that can be partially overcome.

The created conditions for distance learning on Network and Information Se-
curity at the Technical University of Sofia led to a successful completion of the 
training.

NOTES
1. https://en.unesco.org/covid19/educationresponse
2. Ordinance on the state requirements for the organization of a remote form of 

training in higher schools, https://www.mon.bg/bg/59, Adopted by Decree No 
78 of 05.03.2021. [in Bulgarian]

3. https://ects.tu–sofia.bg/package_bg/%D0%A4%D0%9A%D0%A1%D0%A2/%
D0%91%D0%B0%D0%BA%D0%B0%D0%BB%D0%B0%D0%B0%B2%D
1%8A%D1%80/ITI/blanka-specialnost_info_BITI_BG.pdf
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