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Pe3rome. B ceBpeMeHHHsST mHU(POB CBAT OHJAWH KOMYHHKAIUATA TMPHIO0H
IIMPOKA TIOMYISIPHOCT KaTo e(peKTUBEH M JIECHO MOCTBIICH HAYMH 32 MOAIbpPKAHE
JeHHOCTTa Ha penuma chepw OT KMBOTAa, B TOBA YHCIO W TPOBEKAAHETO HA
OHJIAlH TPEHUPOBKHM C (PUTHEC HMHCTPYKTOpU. BbIpeku mon3ure, CBbp3aHH C
OHJIAMH TPCHUPOBKHUTE, HEM30CIKHO CC TOSBSIBAT MPCIU3BUKATEICTBA B 00JacTTa
Ha KHOEPCUTYPHOCTTa, KOMTO W3UCKBAT CCPHO3HO BHHUMAHHE ¥ IPECBAHTHBHU
Mepku. Llenta Ha Mpoy4BaHETO € J1a ce aHaNMu3upa e(PeKTUBHOCTTA HAa HACTOSIIUTE
MEeXaHW3MH 1 IOJTUTHKH 38 OHJIAWH CUTYPHOCT U Ja Ce MACHTH(PHUIINPAT MOTCHITHATHA
3aIUTax¥, CBBP3aHU C OHJIAMH TPEHUPOBKUTE W KuOepcurypHocTTa. Haif-Brcoka
C(bCKTI/IBHOCT C€ IIoCTHra B 3alurara Ha JJUYHUTEC JaHHHW Ha HOTpe6I/ITeHI/ITe n
MPEOTBPATSIBAHETO HA XaKePCKM aTaku. Bojenure mOTEHIMANHU 3aljiaxy ca
(UIIMHT aTaku, 3I0yIOoTpeda C TNYHU JaHHA U HHCTATUPAHE Ha 3JI0BPE/ICH COPTyEp.
Haii-uecTo M3noM3BaHUTE MEXaHU3MHU TOCTUTAT ONTHMAaTHA KHOSPCUTYPHOCT, HO
HENpPEeKbCHATUTE OHJIAMH 3alIaXxd M3UCKBAT MOBHINCHO BHUMAaHHE M OT CTpaHa
Ha moTtpeburenure. M3MON3BaHETO HA CHIHM W YHUKAJIHHW TAPOJIH 32 BCHYKU
OHJIalH aKayHTH, aKTyaJu3upaHe Ha coTyepa Ha ycTpoiicTBara, W3IOJI3BaHETO
Ha JBY(HaKTOpHA aBTCHTHKAIIMS U Ch3aBaHCTO HA PE3CPBHU KOIMS, IIC MOBHIIAT
e(eKTHUBHOCTTA HA OHJIAIH 3aIUTaTa.

Knrouosu Oymu: oHNaitH (UTHEC TPEHUPOBKH, KUOSPCUTYPHOCT; 3aIlUTa Ha
JUYHU TaHHW; XaKePCKH aTaku;, (pUIIHT

BnBenenue

B cpBpeMenHUs u(pOB CBAT OHJIAHH KOMYHHKAIUATA PUA00H IIMPOKA TIOITY-
JISPHOCT KaTo €(PeKTUBECH U JICCHO JOCTHIICH HAUWH 3a MOIbPKaHE IEHHOCTTA Ha
penuna cdepu OT KUBOTA, B TOBA YKHCIIO U MPOBEKIAHETO HA OHJIAWH TPEHUPOB-
Ku ¢ utHec uHCTpyKTOpH. [IporHo3uTe ca oHNalH UTHEC Ma3apbT Ja JOCTUTHE
HEBEPOSITHU pa3Mmepu mpe3 cienpamute roaunu. [Ipe3 2022 r. Toii e olleHEH Ha
cToiHOCT Hax 14.9 Munuapaa maTcku gojapa u ce 04akBa Ja PacTe CbC CKOPOCT OT
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Han 32.7% ropumiHo no 2032 r., nocturaiiku 250.7 Munuap/aa mWaTcKy A0aapa npes
2032 r. (Mayabrahmma et al. 2023).

OnnaifH  (uTHEC TPEHHPOBKUTE MpUAOOMXa 3HAYUTENHA IOMYJISIPHOCT
U ce MpeBbpHaxXa B TPEANOYMTAH METOJ 3a JIOCTHI A0 OOydeHue U ¢usmye-
CKa aKTHBHOCT, Mpellarailki I'bBKaBOCT, YIOOCTBO M IIOOAaleH AOCTBII, KOE-
TO TM TpaBH M3KIIOUMTETHO aTpakTUBHM 3a LIupokarta aynutopus (Better 2020;
Mayabrahmma et al. 2023). To3u B TpEHUPOBKH MIPEIOCTABST Bb3MOKHOCT Ha I10-
TpeOUTENHTE 3a IOCTHII 10 Tardopmara B yI00HO 3a TSIX BpeMe, H300p Ha TPEHBOP
Y TPEHHPOBBYHU NPOrpaMu, HUBO HA TPYIHOCT, y4acTHe B WHIUBHIyasHa MM KO-
nekTuBHA TpeHupoBka (Mayabrahmma et al. 2023). Te ca npeamnounTan MeTon Ha
TPEHUPOBKA MPH X0Opa C OTPaHUUYCHO (PU3NUECKO BpeMe, Xopa ¢ (GU3HIECKU YBPEK-
nmanus (Sharon-David et al. 2020) wnu pa3nuunu 3abomnsBanus (Hansen et al. 2020),
JIOMaK{HH, >keHU B MaitunHcTBO (Saligheh et al. 2016), xopa cbe 3atbeTsiBane (Ball
et al. 2000), xopa B HanpenHana Bb3pacT (Hong et al. 2018; Baez et al. 2016).

Hapen ¢ nomsure, cBbp3anu ¢ OHJIAHH TPEHUPOBKUTE, HEM30EKHO C€ MOSBSIBAT
MPEAU3BUKATENCTBA B 00NacTTa Ha KHOEPCUTYPHOCTTA, KOUTO M3HCKBAT CEPHO3-
HO BHHMAaHHE W MPEBAHTUBHU MEPKHU. TIXHOTO M30IUpaHE M aKTyalM3HpaHe Ha
MEXaHM3MHUTE U MONUTHKHUTE 32 KHOEPCUTYPHOCT i€ AOBENE 0 Ch3AaBaHETO Ha
MO-CUTYPHA Cpefia 3a MPOBEXKIaHe Ha OHJIalH (PUTHEC TPEHUPOBKH M I1l€ TTOBUIIN
noBepueTo Ha notpedburenute (Alammari et al. 2022). 3a 3ama3BaHeTo Ha edek-
TUBHOCTTA, CHTYPHOCTTa M HAJEKAHOCTTA Ha OHJIAIH TPEHUPOBKHUTE KaTO METOI
3a CIIOPT M 00y4YeHre B AUTHTAIHATA €pa € BaKHO /1a ce BHEAPAT aJIeKBaTHH MEPKU
3a cUrypHOCT. Te3u MepKHu Morar Jia BKJIIOUBAaT W3I0JI3BAHETO HA CUTYPHU MapOsn
u ABy(haKTOpHA aBTEHTUKALMs, KPUIITUPAHE HA JAHHUTE W PEJOBHU BIICHTH Ha
codryepa (Sebastian 2021).

ea

LlenTa Ha HACTOSAIIOTO MPOYYBAHE € J1a AHATU3UPA 3AILIAXUTE U ITPESIU3BUKATEII-
CTBaTa, CBbP3aHU C OHJIAHH TPECHUPOBKUTE U KHOSPCUTYPHOCTTA, U J]a TIPEIIOKHU
pelIeHus] U TPENoOpPhKU 3a MoN00psIBaHEe CUTYPHOCTTA Ha JAaHHHWTE M WH(pOpMa-
[IMOHHATA Cpella B KOHTEKCTa Ha Te3U TPSHUPOBKHU.

Metoauka

AHanu3 Mo KJIIOYOBH IyMH Ha HayuHuTe myOnukauuud B Google Scholar,
Researchgate, IEEE Xplore, Scopus u Ip. OTHOCHO aKTyaJ HHUTE MEXaHU3MH U IO-
JUTUKHU 38 KHOEPCUTYPHOCT, KAKTO M MPEIU3BUKATEICTBATa, CBbP3aHH C TIPOBEXK-
JAHETO Ha OHJIAH (PUTHEC TPEHUPOBKH. M3BNHM4YaHe Ha KIFOUOBH KOHICTILUH, Me-
TOAM M MPAKTUKH, CBbP3aHH ¢ KHOepcurypHocTTa. [IpenocraBsHe Ha NpenopbKu
3a CUTYPHOCT W CTaHIApTH, OOyueHHe Ha MOTPeOHUTENNTEe, Ch3aBaHe Ha OCBEIO-
MUTEJIHU KaMIIaHUHU U HachbpyaBaHe Ha OTTOBOPHOTO MOBEJICHHUE B OHJIANH cpeaara.
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Pesyararu

Upes aHanu3 Ha pelieBaHTHATA JIUTepaTrypa 0000LIIMXMe OCHOBHUTE MPEAU3BH-
KaTeJICTBA U 3aIlIaXH, KOUTO Bb3HUKBAT [IPH M3MOJI3BAHETO Ha OHJIANH TIIaT)OpMHU-
Te 3a puTHEC TPEeHUPOBKH (Pur. 1).

Kpaxou Ha
3J10HAMepeH JIAHHH
drye ATaKH 3a 0TKa3
co
(Ma .H)):eg) Ha YCIyTa
(DoS)
s TTTTTS T
Jlurmnca na Jras .
-~ Iliardopmu 3a Hesrernrumen
CHIYPHOCT IIpH ‘ 9 \
o0paboTkara Ha | OHIaWH ¢uTHEC | HOCTHIL 10
» TPEHMPOBHYHH
JOHM JAHHH «_ TPEHHPOBEM PeHIp

CceCH

ChXxpaHeHue 1
Y a3BHMOCT B

CHT'YPHOCTTA Ha
mwiaTgopMuTe

CHTYPHOCT Ha

CBEABPKAHUETO COII]/IB.J'IBH
HHKECHEPHHT

®@urypa 1. [Ipenu3BukarencTsa u 3amiaxu

Hperne):[aXMe AKTYAJIHUTC MCPKHU U PCHICHUA W MPOYUUXME TCKYILIOTO CBHC-

TOSIHUE Ha KHOSPCUTYPHOCTTA MPU MPOBEKIAHE HA OHJIAWH (PUTHEC TPEHUPOBKU
(tabm. 1).

Tadamnua 1. Mepku 3a KuOEpPCUTYPHOCT TPH MIATHOPMUTE
3a OHJIaliH (UTHEC TPEHUPOBKU

Mepku 3a kKnbepcurypHocT

1. U3cnepBaHe apxuTekTypaTta Ha CUCTEMUTE
AHanunsmpaHe 1 NpoekTupaHe CTpykTypaTta u PyHKLMOHANHOCTTa Ha COTYEPHN NN
XapAyepHW CUCTEMM: MNOAXOASALLM KOMMOHEHTU, NPOTOKOMM, anropuTMu 1 nHTepdericn.
2. ABTOMaTM3MpaHM CUCTEMM 3a OTKPMBAHE Ha aTaku
WHTenekTyanHa aHanMTuka u MOHUTOPVIHT C Lien pasno3HaBaHe Ha HeobnyarHa akTme-
HOCT 1 NpPegoTBPaTsIBAHETO Ha KnbepaTtaku B pearniHo Bpeme.

3. MynTtudakropHa aBTreHTUKauus (MFA)
MoTtpebuTtenute NnpegocTaBAT NoBeye OT egHa hopma Ha naeHTudukaums, kato napona

n SMS kog unn GMOMETPUYHN AaHHK, C LieNn yYBenMYaBaHe Ha CUrypHOCTTa U 3aTpyaHsBa-
He Ha HeoTopuaMpaH JOCTbMN A0 TPEHMPOBLYHUTE CECUN.
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4. PepoBHM akTyanusauum Ha codtyepa
AKTyanusauuu 1 nadose 3a npeaoTBpaTsiBaHe Ha eKkcnroaTaumsl Ha U3BeCTHU YA3BU-
MOCTH.

5. KpuntupaHeTo Ha AaHHM U 3awMTa Ha NnM4YHaTa uHdopmauus
MpeobpasyBaHe Ha MHOPMaLMATa B KO, KOWTO MOXe Aa Obe pas3deTeH caMo C
nomoLLTa Ha crneuunaneH knwod. Llenta Ha kpynTupaHeTo e Aa npeanasun gaHHUTe OT
HeoTopu3MpaH A0CTbN UK 3noynoTtpeba.

6. Firewalls m Intrusion Detection/Prevention Systems (IDS/IPS)

Tes3un TEXHONOrMM KOHTPONMpaT U MOHUTOpPMpAaT Tpadurka B Mpexarta, 3a Aa naeHTupuLm-
paT BpeHU akTMBHOCTU M Aa NpefoTBpaTsiBaT HEOTOPU3MpaHu JOCTbIN.
7. CUrypHOCT Ha NpuUnoxeHusiTa

3awmTa cpelly ys3BuMocTy kato SQL MHXeKLMN 1 KpbCTOCaHN CanToBe.

8. PaszpgensiHe Ha npaBaTa Ha AOCTbN
MoTpebuTtenuTe n agMMHUCTpATOpUTE CrieaBa Aa umaTt camo npasaTta, KOUTo ca UM He-
obxoanmu, 3a a HaMmansaT pyucka oT 3roynoTpedu.

9. Pe3epBHU konus
Bopgelum ca cnepn npetbpneHn ataku Unm cbouTrs ¢ Len Bb3CTaHOBSIBAHE Ha JaHHUTE.
10. O6nay4yHu pelleHUs U CUTYPHOCT Ha CbpBbpa
Mognomarat npegoTBpaTsABaHETO Ha MHOXECTBO 3anmnaxu 3a KubepcurypHocTTa npu
NPOBEeXJaHETO Ha OHMNawH PUTHEC TPEHNPOBKN.
11. CUrypHOCT Npu KOMyHUKaLusiTa

3awmTa Ha CUrypHOCTTa Npu KOMYyHUKaLUMATa MEXAyY KIMEHTUTE N CbpBbpa Ype3 NpoTo-
Konu 3a wundposaHe (Hanpumep HTTPS).

Juckycus

Omnnaii cpenara e 3npaBeHa pe 3a1u1axy oT 3lI0HaMepeHu codTyepu (Mayep)
KaToO BHPYCH, YEPBEH, TPOSHCKU KOHE, IIITMOHCKU COPTyepH, peKIIaMHU coTyepu
u np. llleruTe, npUUMHEHN OT BUPYC, KOMTO € 3apa3uil JOMAIIeH KOMIIOTHP WIN
KOPIIOpaTHBHA MPEXa, MOTaT 1a ObJaT pa3iIuuHu — OT HE3HAYUTEITHO yBEITHUCHHE
Ha M3XOAsAIHMs TpauK A0 ITBJICH CPUB HA MpeKaTa MM 3ary0a Ha KpUTHYHH JaH-
HU. Haii-pasnpocTtpanenu 31moHaMepeHH cCOPTyepu ca PUCKOBHUST U PEKIAMHHAT
codryep nopagu ¢axra, 4e MOTpeOUTETUTE U3MOI3BAT JIUIHATE CH JANTONH WIN
JIpyTd CMapT YCTpOMCTBa 3a ydacTHe B OHJaiH TpeHupoBkute. llletute, xouto
Te3u coTyepHu MOrat ja HaHecaT, ca oBpea Ha Xapayepa, 3aryoa Wi Kpaxoa Ha
JaHHW, HapylaBaHe padorara Ha ycTpoiictBoTo (Chen, He 2013; Sebastian 2021;
Szczepaniuk, Szczepaniuk 2022).

KpaxxbaTa Ha naHHU € eMH OT BOJEIINTE MPOOJIEMH 3a OHJIAH OTPEOUTENUTE.
Yecto ce n3non3Bar GaalrBy MopTany noj Gopmara Ha U3TOYHHK 32 MOTyYaBaHe
Ha pa3pelieHue 3a JOCTBI JO YCTPOMCTBOTO M MHPOPMAIHS 32 MapoJid U JINYHU
nanHu (Sebastian 2021; Szczepaniuk, Szczepaniuk 2022).

Arakarta 3a otka3 Ha yciyra (DDoS) nenu n3kimouBaHe Ha yCTpOMCTBaTa MM
Mpexara, KaTo T IpaBy HeJOCTHIIHY 3a moTpeduTenure (Sebastian 2021), ocodbeno
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IIPY M3MOJI3BaHe Ha MPUIOKEHU 3a BuaeokoHpepennu karo Zoom (Raza, 2020).
DoS arakuTe Tpsi0Ba Jja ce 0uakBar MpH OHJIAHH HOTPEOUTENUTE, THhil KATO OOUKHO-
BEHO T€ UMAT MO-MaIbK KOHTPOJI BbPXY CUTYPHOCTTA Ha YCTPOWMCTBATA CH M Mpe-
xwute (Sebastian 2020).

HeneruTMMHUAT AOCTBI 10 TPEHUPOBBYHH CECHU € MPOOJIeM, KOWTO MOXKe Aa
3acerue KMOepCUrypHoCTTa u JIMYHaTa nH(opManus Ha norpedurenurte. OHnaiH
1aTGOpMUTE 32 MPOBEKIAHE HA TPSHUPOBKHU TPsiOBa Jia ca 3alllUTEHH C MapoJia,
mudpoBaHe U APYTH MEPKHU 3a CUTYPHOCT ¢ 11eJ1 IPEAOTBpaTsiBaHe Ha HAOMIOICHHE
OT HEXKENaHM JIMLA, IPEKbCBAaHEe Ha TPEHUPOBbYHATA CECUSl M KpakOa Ha JIMYHHU
nanHu. CrienuanucTuTe B 00J1acTTa Ha KHOSpCUTypHOCTTa NPENophyBaT Ja ce U3-
OsrBa CIONENISIHETO HA JTMYHA HHPOPMAIHS WU BPB3KH KbM TPECHUPOBKHUTE B ITyO-
JIMYHUTE WU colpaiianTe Meaunn (Szczepaniuk, Szczepaniuk 2022).

ViI3BUMOCTH B CUTYpHOCTTa Ha miaropMuTe ca claboCTH, KOUTO Morar
na ObJaT W3MON3BaHU OT 3JIOHAMEPEHH Xopa WM MporpaMu, 3a Ja HamagHatr
WIK KOMIIPOMETUPAT CHUCTEMH WIM JaHHH. Te Morar na ObJaT Npeau3BUKaHU
OT TPEIIKH B KOJIa WJIM KOH(QUTYpauuuTe Ha TIaTGOopMHTE, KOUTO CE M3IMOI3BAT
(Szczepaniuk, Szczepaniuk 2022).

ConuanHusAT WHXEHEPHUHT € METO]l 32 XaKBaHe WM MINMHOHUpaHe, KOWTO U3-
M0JI3Ba MAaHUMYJNAlKs WM M3Mama, 3a Jla Hakapa Xopara Ja pa3KpusT KOH(H-
JeHIMaaHa nHGOpMAIHsI WIH Ja MPEJOCTaBIT JOCTBI 10 CBOUTE CUCTEMH WIN
akayHTH. COLMaIHUAT MHKEHEPUHT c€ OCHOBABa Ha M3IOJI3BAaHETO HA YOBEIIKHU-
Te c1ab0CTH, Karo JOBepHe, JOOOMUTCTBO, CTpax WM keidanue. COMUaNTHUAT
WHXKEHEPHUHT MOXKE Jia C€ U3BBPILIBA 110 PA3IIMYHU HAYWHU, KaTO (PU3HUECKU JOC-
TBII, UMeWN QuIKHT, TeneGoHHN 00a)xaHusl, ChOOIIEHUS MU JPYTH CPEICTBA
3a komynukaius (Koyun 2017).

Buneo ypouure n yueOHUTE MaTepHall ce ChbXpaHsBaT 0e30MacHo, 3a Aa ce
MPEAOTBPATH HEPA3PEIICHOTO UM KOMMpaHe WiIH pasnpocTpaHenue. M3non3Banero
Ha CUTYPHU BPB3KH U KaHAIM 32 KOMYyHHUKAIMsI MEXKIY YYaCTHHLUTE U UHCTPYK-
TOpPHUTE TapaHTHpa MOBEPUTETHOCTTa M HENPUKOCHOBEHOCTTA Ha CHOOIICHMATA
(Szczepaniuk, Szczepaniuk 2022).

OnnaiiH TpeHUPOBBUHUTE IAT(HOPMH YeCTO CHOMpAT JTUYHM AAHHU HA ydac-
THULMTE. 3amUrara Ha Te3M JaHHU OT Hepa3pelleH JOCThII € KpuTh4yHa. MHBe-
CTHPaHETO B CUTYpHH IUIaTGOPMHU U MEPKH 32 3aIlUTa Ha JMYHHUTE JaHHU Ha ydac-
THHULMTE TapaHTHPA MOBEPUTEIHOCTTA U HEMPUKOCHOBEHOCTTA HAa TEXHUTE JIMYHU
nHpopmarmu (Chen, He 2013).

[Ipeau3BukarencTBata B 00acTTa Ha KHOEPCUTYPHOCTTA NMPH OHJIAMH TPEHH-
POBKHTE Ca MHOTO M OT Pa3jM4YHO €CTECTBO. 3a CIpaBsiHE C TSAX MpernopbyBaMe
00pazoBaTeTHUTE UHCTUTYLIMU U OPraHU3aTOPUTE Ha OHJIAMH TPEHUPOBKH Ja pa3-
paboTAT U BHEAPAT IOMBJIHUTEIHA MEPKH 32 OHJIAMH 3aIluTa.

— ChTPYIHHYECTBO ChC CIIENHMAJNCTH M0 KUOEPCUTYPHOCT, EKCIIEPTHO MHE-
HUE U CbBETH OTHOCHO Hail-JO0OpUTE MPAaKTHKH B 00JIaCTTa Ha KHOEPCUTYPHOCTTA;
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OUTHU HAa CUTYPHOCTTA, [ICHCTPALITMOHHU TECTOBE U APYTU q)OpMI/I Ha IMpOBEpPKa Ha
CUT'yPHOCTTA.

— CbBMECTHMOCT ChC 3aKOHOAATEJICTBO U peryjJaluu: BHCAPABAHETO HA CU-
T'YpHU MEPKHU 34a 3alllUTa HAa JAHHUTEC U CIIa3BAHCTO HA 3aKOHOAATCJICTBOTO AOIIPU-
Hacsda 3a CbOTBECTCTBUCTO CHC 3dKOHOBUTC M3HMCKBAHUA U MPEANa3Ba YH4aCTHUINUTE
OT HCIIPaBOMCPHO O6pa6OTBaHC Ha TCXHUTC JIWYHU JaHHU.

— OcBeoMeHOCT U 00yueHHe HA MoTpeduTeauTe: 00y4YeHHETO Ha MOTPeOu-
TCJIUTC OTHOCHO OCHOBHUTC NPHUHIUIIN HaA KI/I6epCI/IF YPHOCTTA HaMaJisiBa BEPOAT-
HOCTTa OT U3BBLPIIBAHC HA I'PCIIKU, KOUTO Ouxa MOIIU Ja JoBE€AaT 1O KOMIIpOME-
TUPpaHE Ha CUTYPHOCTTA.

- I[onepne U penyTranus: OCUI'ypsABaHETO HA CUT'YPHOCT UM 3allliTa HA JaHHUTC
Ha y4aCTHHUIUTC B OHJIAMH TPCHUPOBKUTEC IIC HOI[06pI/I Kau€CTBOTO Ha Ipeajiarano-
TO O6y‘{eHI/IC 1 TPCHUPOBKHU U LIC IPHUBJICYC ITOBEYEC HOTpe6I/IT€J'H/I.

3akiaouenue

3a J1a ce rapaHTUpa CUTYPHOCTTA MPH MPOBEKIAHE HA OHJIAWH (DUTHEC TPCHHU-
POBKH, € B&XKHO JIa C€ UHBECTUPA B CUTYPHH TUIaTGOpMU, 00yUYeHHE Ha TIOTpeOuTe-
JIUTE, peOBHA NOAAPHKKA 1 MOHUTOPUHT HA CUCTeMUTE. M3Mmon3BaHeTo Ha KPUII-
TUpaHe Ha JIaHHU, 3al[UTa OT (DUIIMHT aTakKh U CUTypHA BPBH3Ka CHINO Ca BAKHH
acmeKTH 3a monoOpsiBaHe Ha KUOepcUrypHocTTa. CHCTEMAaTUYHUTE TPOBEPKHU U
KOHTPOJI IIPU OHJIAWH (PUTHEC TPEHUPOBKUTE U3pa3sBaT BAXKEH aCIIEKT Ha KHOepCH-
rypHocTTa. Te ocurypsBar 3amura Ha JIUYHUTE JaHHU U IPEIOTBPATABAT BH3MOXK-
HU KuOep3aruiaxu. PenoBHUTE poBEpKH MOM00pSIBAT HAJASKIHOCTTA Ha Iardop-
Mara, IpeJ0TBPATSIBAT 3IOYNOTPEON U OCUTYPSIBAT 3allIATCHOCTTA HA TUTALIIAHHSTA.
[Momo0eH moaxo, BKIIOYBAI U aKTyaIn3aluy Ha copryepa, rapaHTUpa MsI0OCTHA
KHOSPCUTYPHOCT U Ch37IaBa JJOBEPHUE CpeJl IOTPEOUTEIUTE.
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Junsna 3aiikosa

ONLINE FITNESS TRAINING AND CYBERSECURITY:

POTENTIAL THREATS AND PREVENTION

Abstract. In today's digital world, online communication has gained wide
popularity as an effective and easy way to maintain the activity of a number of
areas of life, including conducting online workouts with fitness instructors. Despite
the benefits associated with online training, cybersecurity challenges are inevitably
emerging that require serious attention and preventive measures. The aim of the
study is to analyze the effectiveness of current online security mechanisms and
policies and to identify potential threats related to online training and cybersecurity.
The highest efficiency is achieved in protecting users' personal data and preventing
hacker attacks. The leading potential threats are phishing attacks, misuse of personal
data and malware installation. The most commonly used mechanisms achieve
optimal cybersecurity, but continuous online threats require increased attention
from users as well. Using strong and unique passwords for all online accounts,
updating device software, using two-factor authentication and creating backups will
increase the effectiveness of online security.

Keywords: online fitness training; cybersecurity; personal data protection;
hacking attacks; phishing
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