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Abstract. The existence of sophisticated and integrated cyberspace aboard
ships with information technology (IT) and operational technology (OT) makes
cybersecurity a crucial concern for the maritime sector. The marine sector has
benefited greatly from information and communication technologies, but they
have also made ship systems and maritime infrastructure more susceptible to
cyberattacks. Cyberattacks on ships have the potential to result in fatalities, severe
financial losses, environmental damage, and other negative effects. A model course
or specification for maritime cyber security education and training through the
International Convention on Standards of Training, Certification, and Watchkeeping
for Seafarers (STCW) 1978 has not yet been published by the International Maritime
Organization (IMO), despite the fact that MSC.428 mandates cyber security risk
management in the safety management system on ships to combat cyber-attacks
and improve cyber resistance in maritime environments. The Analytic Hierarchical
Process (AHP) technique is used in this work to offer a model for a curriculum
for cyber security in the Maritime Education and Training (MET) system. It is
possible to identify each competency's priority in the MET system's cyber security
curriculum by comparing the relative weights assigned to each one. The results of
the research provide the Met Institutions with the ability to be proactive and include
cyber security knowledge and abilities into proposed curricula.

Keywords: maritime cyber security; MET; maritime cyber education; SEM

1. Introduction

Networking information and communication technology and operational
technology on board ships is becoming more common as technology advances, and
often connects to the Internet. While the goal of implementing cyber systems is to
reduce the navigator's workload, doing so comes with the trade-off of increased
complexity and vulnerability, both of which may necessitate a reevaluation of the
skillset required to navigate safely and efficiently. To improve the navigator's skill
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through heightened system awareness, modern examples of how cyber-attacks can
distort situational awareness and impede operations are required. Onboard ships,
seafarers must be prepared to deal with an increasing number of cyber risks, with
cybersecurity knowledge playing a vital part in emergency and crisis management.
Unfortunately, current maritime education and training (MET) programs do not
offer seafarers enough understanding of cybersecurity to enable them to recognize
and mitigate the current cyber threat scenario.

There are important cybersecurity institutions in close proximity to the MET.
The United States Naval Academy (USNA) has a cyber-operations program that is
both NCAE-C Program-affiliated and ABET-accredited" '°, and the United States
Coast Guard Academy (USCGA) is applying for ABET accreditation for its cyber
systems program’. The world over, however, signs of cybersecurity education
deficiencies can be seen at METs.

In the literature, there are limited studies focusing on maritime cyber security
education and training. Heering et al., (Heering et al. 2021) offer a structured survey of
published maritime cybersecurity research, as well as an overview of the cybersecurity
component of MET for sailors. According to the findings, there are presently no
regulations for MET institutions to include cybersecurity awareness or cyber hygiene
practice in their curricula. Shapo & Levinskyi (Shapo & Levinskyi 2021) stated that,
on the one hand, it's important to enhance and broaden maritime schools' instruction
in the following areas of information technology: the Industrial Internet of Things;
wireless data transfer technologies; hardware for large-scale computer control
systems; satellite data transfer systems, technologies, and protocols; big data; artificial
intelligence; virtual and augmented reality; remote control; and pc programming.
However, education about cyber security measures, tools, and procedures is
essential. Specific hardware facilities and e-learning technologies are required for
the actualization of each of these goals. Hareide et al., (Hareide et al. 2018) illustrate
some of the entry points through which a cyber-attack can compromise a ship and
discuss the likelihood and repercussions of such an attack. To better understand how
to demystify cyber dangers and increase navigators' proficiency, they give a case study
in their research. Scanlan et al. (2022) discuss a number of approaches that have been
taken to address difficulty for maritime cyber security education. Their main goals
include spreading knowledge about cyber risk and teaching people how to handle it
safely in the maritime industry. There is no one answer to this problem; rather, multiple
alternatives are offered. To guarantee digital systems are used in a secure manner,
there needs to be an industry-wide effort. One answer could be to take another look at
business relationship management/enterprise resource planning and determine what
role it can play in laying a solid groundwork for the necessary skill requirements
within the industry. To help shipping businesses keep a trained staff, an updated
BRM/ERM might set a baseline of abilities and awareness in connection to
cybersecurity.
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Cyber-attacks onboard ships can cause navigational accidents, critical economic
costs, environmental pollution, and loss of human life. Although the International
Maritime Organization (IMO) has issued MSC.428 — which stipulates cyber security
risk management in the safety management system on ships to combat cyber-attacks
and improve cyber resistance in maritime environments — the IMO has yet to publish
a model course or a specification for maritime cyber security education and training
through the International Convention on Standards of Training, Certification, and
Watchkeeping for Seafarers (STCW) 1978. In this paper, a model is proposed to provide
a curriculum for cyber security in the Maritime Education and Training (MET) system,
which complies with the STCW code. For this purpose, competences, understanding,
knowledge, proficiency, methods for demonstrating competence, and criteria for
evaluating competence under a function are developed in the maritime community by
examining the current situation of maritime cyber security with the help of academic
and industrial literature, as well as codes, instructions, and regulatory frames for
maritime cyber security. Additionally, determined competences in curriculum for
maritime cyber security are compared by using Analytic Hierarchical Process (AHP)
method. By comparing the relative weights of each competence, their prioritization
in the curriculum for cyber security in the MET system can be determined. These
rankings provide guidance on the relative importance and priority of each competence
in the curriculum, allowing for informed decision-making during the curriculum design
process. The output of the study enables the MET Institutions to be proactive and
include cyber security information and skills in the curriculum proposals.

2. Methodology

Designing a curriculum for cyber security in the Maritime Education and
Training (MET) system requires careful consideration of various factors. Casey
(2008) proposes steps for a curriculum development as in Figure 1. In this study,
in addition to the steps shown in Figure 1, mainly, table framework in the STCW
code, which shows the specification of minimum standards of competence for
related proficiency of seafarers, is considered for the purpose of development a
curriculum tailor-made cyber security in MET. After the development of curriculum,
determined competences in curriculum for maritime cyber security are compared
by using AHP method for determining prioritizations of the competences in the
curriculum for cyber security in the MET system. These rankings provide guidance
on the relative importance and priority of each competence in the curriculum,
allowing for informed decision-making during the curriculum design process.

The main purpose of the International Convention on Standards of Training,
Certification and Watchkeeping for Seafarers (STCW) is to establish minimum
training, certification, and watchkeeping standards for seafarers globally’. The
convention sets out the requirements for seafarers' competence, knowledge, and
skills to ensure safe navigation, protection of the marine environment, and the well-
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1. Define the Learning
Objectives:

Begin by establishing clear leaming objectives for the cyber secunty cumculum in the MET
system. These objectives should align with the overall goals of the program and the specific needs
of the maritime industry.

Example objectives: Understanding ¢yber threats in the mantime sector, developing skills to
protect manitime systems, fostering incident response capabilities, etc

2. Conduct a Needs
Assessment:

N

Perform a comprehensive needs assessment to identify the specific eyber security skills and
knowledge gaps within the MET system.

Gather information through surveys, intervicws, and consultations with industry experts,
educators, and students.

Analyze the collected data to identify the key areas that need to be addressed in the
curriculum

V

~

3. Curriculum Design:

Unilize the structural equality model (SEM) to develop a framework for the curmculum
design process. SEM can help ensure that the curriculum structure is aligned with the desired
outcomes and objectives,

Identify the core subjects and lcaming domains that should be covered in the curriculum,
such as network security. risk management. incident response. ete.

Determine the logical sequencing of topics and modules to ensurc a progressive lcaming
EXPErience.

Re 4
-~

4. Decision- Making
Models:

NS

Incorporate decision-making models to guide the inclusion of speific topics, teaching
methodologics, and asscssments.

For example, you can use the Analytic Hicrarchy Process (AHP) to prioritize the importance
of different topics or to evaluate the effectiveness of various teaching methods.

Similarly, the Decision Matrix Analysis (DMA) can be utilized 10 assess and compare
differemt assessment methods 1o ensure they align with the leaming objectives.

5. Content Development:

Based on the
cach module.

Includes a mix of th ical pls, practical
examples to enhance the leaming experience

Collaborate with industry experts and professionals to incorporate their insights and
experiences into the curnculum.

structure and d king models. develop detmled content for

case studies, and real-world

6. Instructional Strategies:

Select i ional and teaching methodologics to deliver the
curriculum effectively.
Consider a combi of lectures, hand: labs, group projects, simulations, and guest

Tectures 1o engage lcamers and reinforce understanding
Integrate active leaming techniques to promote critical thinking and problem<olving skills.

7. Assessment and
Evaluation:

Design a comprehensive assessment plan to evaluate leamers’ understanding and progress
throughout the curriculum

Include i (quizzes, assigs
projects) 1o measure knowledge and skill acquisition

Continuously evaluate and improve the curmiculum based on feedback from students,
educators, and industry stakcholders.

) and (exams,

(’

8. Continuous Updating:

o /

Cyber security is a rap I?' evolving licld, so ensure that the curriculum remains up to date
with the latest industry trends, ing threats, and technologi

[Establish mechanisms to monitor and incorporate new developments in the curmculum on an
ongoing basis.

NN NN

Figure 1. Steps for Curriculum Development (Casey 2008)
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being of seafarers. STCW code defines standards and requirements for international
maritime education, training, and certification in the specific tables for the purpose
how seafarers gain skill and competence regarding professionalism. Accordingly, in
this study, by setting the STCW table for cyber security in MET, a model is created for
the purpose of defining specification of minimum standard of competence for officers
in charge of ship cyber security or designated duty officers in a periodically cyber
security of ship. The table includes columns regarding “competence”, “knowledge,
understanding, and proficiency”, “methods for demonstrating competence”, and
“criteria for evaluating competence” under a function.

Accordingly, in this study, the curriculum for cyber security in MET is developed
by utilizing STCW code table as in Table 1. In this context, in order to develop the
columns regarding “competence”, “knowledge, understanding, and proficiency”,
“methods for demonstrating competence”, and “criteria for evaluating competence”
for maritime cyber security, both DNV-GL class guideline for cyber secure?,
international security standards*>,theNIST Cyber Security Framework (NIST2018),
and other codes of best practices for maritime cyber security> ® (Boyes & Isbell
2017) are taken as references.

AHP Analysis

Thomas Saaty (1980) created the Analytic Hierarchy Process (AHP) for use in
the military, and it is a representation of the hierarchical structure of a system. As
shown in Figure 2, the factors are summarized in a hierarchy that is built by several
levels according to the system's objective. These levels include the breakdown of
the main goal into a collection of classes and subclasses, and the ultimate level.
Class in a hierarchy is an attribute or criterion, while a subclass is referred to as
a subcriterion or subattribute. In a multi criterion decision making (MCDM), the
options are included in the highest tier of the tree. The interactive nature of the

Level

Goal One

. . o Level
Criterion | Criterion 2 Criterion 3 Two
] ] ] Level
Alternative | Alternative 2 Alternative 3 Three

Figure 2. Sample Hierarchical Structure for AHP (Taherdoost 2018)
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solution process for various, objective programming formulations makes AHP a
common choice as the methodological procedure. Experts compare criteria and
options by comparing them head-to-head (Taherdoost 2018).

The AHP is meant to use expert judgment to give relative importance to the
various elements under consideration. In this approach, components are given
relative importance in order to achieve two distinct goals. To begin, AHP is used
to rank the factors and isolate the most important ones. It is useful for setting up
directional metrics, notably in business. Second, by zeroing in on the most important
metrics, more informed business decisions can be made, more correct information

N
«Define problem.

Step 1 | *Problem includes a MCDM problem or assesment of importance weigths for tested factors.
>y

«Develop hierarchical framework with a goal at the top level, the criteria at the second
level, if available the subcriteria at the third level, and if available the alternativesat the
Step 2 | final level.

S

\/ «Construct pairwise comparison matrix between all criteria and subcriteria (sizenxn). )

*The pairwise comparisons generate a matrix of relative rankings for each level of the
Step 3 hierarchy.

sThe number of matrices depends on the number of elements at each level. J
N o
\/ Table 1 by experts.
Step 4 «The diagonal values of pairwise comparision must equal to 1.
S
M=OUbTATT oTAlZed PalrWiSe COMParision Marrix. ‘\
snormalized values = f‘:“fh—; i,j = 1,2,..n;n = # criteria or sub criteria

«By obtaining normalized values, prioritization of vectors is achieved.
*By this way, weights are assigned to the criteria at the end.
+For calculating the weights of criteria, the following equation is used:

—lyn G o -1 = # eriteri
wi = Eleygmos b = 12, mn = # criteria

<

v

Step

<

/

+Check for consistency by calculating consistency index (CI}, consistency ratio (CR) anﬂ\

random index (RI) values.

sSince the comparisons are carried out through personal or subjective judgments, some
degree of inconsistency may occur. To ensure the judgments are consistent, a final
operation called consistency verification.

«For calculating consistency, the following equations are used:
Dy =Fw xay,i,j=12,..n
*E; =Dy/wi, i, j=12,..n
n
Aoy = —Enﬁ,lmm = Eigenvalue
oCl = (Ao —)/(n—1)
«CR = CI/RI
«Selecting the appropriate value of RI for the matrix size of five using Table 2, CR is
calculated.
sIf CR < 0.1, the judgements are acceptable. If CR > 0.1, the judgement matrix is /

Step 6

inconsistent.

Figure 3. Flowchart for A HP Methodology (Bolat et al. 2020)
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for commercial operations can be decided, and more reliable assessments of
different marketing tactics can be made (Cheng & Li 2001).

Figure 3 shows a flowchart depicting the processes of AHP implemented in this
paper (Bolat et al. 2020).

An AHP Analysis for the Framework of the Curriculum for Cyber Security
in the MET System

In this study, for data collection, opinions of five experts in maritime cyber security
are used. The evaluation is made according to the Saaty’s scale (1-9) for pairwise
comparisons stated in (Bolat, et al. 2020). For analysis, experts’ scores are averaged.

Step 1: Identify the criteria and alternatives

Criteria:

* Relevance to the maritime industry (1)

* Importance for ensuring cyber security (2)

* Feasibility of implementation (3)

* Potential impact on operations (4)

* Alignment with regulatory requirements (5)

Alternatives:

» Knowledge of Cyber Threat Landscape (1)

* Understanding Maritime Cyber Systems (2)

* Cyber Risk Assessment and Management (3)

* Network Security (4)

* Incident Detection and Response (5)

* Security of Industrial Control Systems (ICS) (6)

* Security Awareness and Training (7)

* Regulatory Compliance (8)

* Ethical and Legal Considerations (9)

* Cyber Security Incident Exercise and Simulation (10)

Step 2: Create a pairwise comparison matrix

Using a scale of 1-9, where 1 means equal importance and 9 means extremely
important, a pairwise comparison matrix for the criteria are created as below:

Criteria

1 2345
1 13553
2 131 331
3 1513 131
4 1513131 1
513 1 111

Step 3: Calculate the priority vector for the criteria
The priority vector for the criteria is created by normalizing the values in each
column and then taking the average of the rows:
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Criteria Priority Vector

1 0453
2 0276
3 0.114
4 0.086
5 0.071

Step 4: Create pairwise comparison matrices for each alternative

Using the same scale of 1-9, pairwise comparison matrices for each alternative
is created:

Alternative 1: Knowledge of Cyber Threat Landscape

Competence

1 2 3 45 6728910
1 1 3 7 55 37533
213 1 5 3 3 15311
3 1/715 1 3 3 1331 1
4 151313 13 15311
S 151313131 1331 1
6 1/73 1111 1 3311
7 U7 U513 U513131 11 1
8 I/5 1313131313111 1
L2 VA T /2 K /2 /2 R /2 /2 A A |

0 1”13/t yryrtr 111
Step 5: Calculate the priority vectors for each alternative
The values in each column of the pairwise comparison matrices are normalized
for each alternative and then the average of the rows is calculated to obtain the
priority vectors:
— Alternative 1: Knowledge of Cyber Threat Landscape
» Priority Vector: [0.210, 0.087, 0.047,0.047, 0.047, 0.047, 0.047, 0.037, 0.037,
0.037]
Step 6: Calculate the weighted sum of each alternative
The priority vector of each alternative is multiplied by the corresponding priority
vector of the criteria, and the results are summed:
— Alternative 1: Knowledge of Cyber Threat Landscape
» Weighted Sum: (0.210 * 0.453) + (0.087 * 0.276) + (0.047 * 0.114) + (0.047
*0.086) + (0.047 * 0.071) = 0.106
Step 7: Calculate the relative weights of each alternative
The weighted sum of each alternative is divided by the sum of all weighted
sums:
» Relative Weight of Alternative 1: (Weighted Sum of Alternative 1) / (Sum of
Weighted Sums)
All above-mentioned steps for each alternative (2 to 10) is repeated.

74



Modelling of Maritime Cyber Security Education...

Step 8: Results of the AHP analysis for each alternative

— Alternative 1: Knowledge of Cyber Threat Landscape
» Relative Weight: 0.106

— Alternative 2: Understanding Maritime Cyber Systems
» Relative Weight: 0.067

— Alternative 3: Cyber Risk Assessment and Management
» Relative Weight: 0.089

— Alternative 4: Network Security

» Relative Weight: 0.125

— Alternative 5: Incident Detection and Response

» Relative Weight: 0.137

— Alternative 6: Security of Industrial Control Systems (ICS)
» Relative Weight: 0.068

— Alternative 7: Security Awareness and Training

» Relative Weight: 0.090

— Alternative 8: Regulatory Compliance

» Relative Weight: 0.125

— Alternative 9: Ethical and Legal Considerations

» Relative Weight: 0.063

— Alternative 10: Cyber Security Incident Exercise and Simulation
» Relative Weight: 0.130

Results

By comparing the relative weights of each alternative, their prioritization in
the curriculum for cyber security in the MET system is determined. Based on the
analysis, the alternatives are ranked as follows:
. Incident Detection and Response (Relative Weight: 0.137)
. Cyber Security Incident Exercise and Simulation (Relative Weight: 0.130)
. Network Security (Relative Weight: 0.125)
. Regulatory Compliance (Relative Weight: 0.125)
. Security Awareness and Training (Relative Weight: 0.090)
. Cyber Risk Assessment and Management (Relative Weight: 0.089)
. Knowledge of Cyber Threat Landscape (Relative Weight: 0.106)
. Security of Industrial Control Systems (ICS) (Relative Weight: 0.068)
. Understanding Maritime Cyber Systems (Relative Weight: 0.067)

10. Ethical and Legal Considerations (Relative Weight: 0.063)

These rankings provide guidance on the relative importance and priority of each
alternative in the curriculum, allowing for informed decision-making during the
curriculum design process.

O 01N DN W~
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3. Conclusion

As the ongoing digital change persists and even quickens, so too will the sector's
changing educational requirements. Cyber risk management is a fundamental part
of this. Although the International Maritime Organization (IMO) and others have
taken action to increase the industry's ability to deal with this threat, the preparation
of seafarers to fulfill their duties remains vital to any effective response. Many in
the shipping sector will need to upgrade their knowledge and expertise to keep the
industry safe and secure.

Getting the word out and raising awareness about this is a major obstacle. The
current cyber skills gap may be the first sign of a future skills landscape that is
increasingly data- and automation-driven.

It takes a lot of work to prepare an industry to deal with threats it has never
encountered before. While technology advancement is essential for mitigating these
threats, a shift in mindset is also required to guarantee these challenges receive the
resources and attention they need. As a result, there exist gaps in knowledge and
expertise as a result of the industry's changing educational requirements. Those
currently employed in the field have many responsibilities and little spare time to
devote to additional education. Time constraints need adaptability in the methods
used, yet the results must be substantial.

In this study, a curriculum for maritime cyber security is proposed under STCW
code by using exist literature, regulations, national and international standards,
and incidents about maritime cyber security. Then, determined competences in
curriculum for maritime cyber security are compared by using Analytic Hierarchical
Process (AHP) method for determining prioritizations of the competences in the
curriculum for cyber security in the MET system. These rankings provide guidance
on the relative importance and priority of each competence in the curriculum,
allowing for informed decision-making during the curriculum design process. The
output of the study enables the MET Institutions to be proactive and include cyber
security information and skills in the curriculum proposals.

Seafarers and others in the maritime industry will need to adapt to a new reality
in which vessels are increasingly autonomous. Many of the cyber-security education
programs and approaches outlined here might be considered as a “dry run” for the
more substantial shifts that will occur in the coming years.

NOTES

1. ABET, 2022. ABET Approves Accreditation Criteria for Undergraduate
Cybersecurity Programs. Web site. Available from: https://www.abet.org/abet-
approves-accreditation-criteria-for-undergraduate-cybersecurity-programs/.

2. ANSSI, 2015. Managing Cybersecurity for Industrial Control Systems. Web
site. ANSSI. Available from: https://www.ssi.gouv.fr/en/guide/managing-
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cybersecurity-for-industrial-control-systems/. FRANCE: French Network and
Information Security Agency. Web site. Available from: https://www.ssi.gouv.
fr/uploads/2014/01/Managing Cybe for ICS EN.pdf.

3. DNVGL, 2020. DNVGL-CG-0325 Cyber Secure.

4. IEC 62443-3, 2008. Security for Industrial Process Measurement and Control.
Network and System Security. BS IEC British Standard.

5.1SO/IEC27001,2017. Information technology - Security techniques - Information
security management systems — Requirements (ISO/IEC 27001:2013 including
Cor 1:2014 and Cor: 2:2015).

6.ISO/IEC 27033-3, 2010. Information Technology; Security Techniques; Network
Security Part 3: Reference networking scenarios — Threats, design techniques
and control issues. BS ISO/IEC British Standard.

7. STCW 2010, 2010. Standards of Training Certification and Watchkeeping.

8. THE FINNISH SHIPOWNERS’ ASSOCIATION, 2021. Maritime Cybersecurity
— Best Practices For Vessels. Web site. Finnish National Emergency Supply
Organization, The Maritime Transport Pool. Available from: https:/www.
huoltovarmuuskeskus.fi/files/a9cb864dbec0780649661775ea66b6f1db076efb/
cybersecurity-best-practices-for-vessels.pdf.

9. UNITED STATES COAST GUARD ACADEMY, 2022. Cyber Systems. Web
site. United States Coast Guard Academy. Available from: https://uscga.edu/
academics/majors/cysys/.

10. U.S. NAVAL ACADEMY, 2020. USNA Cyber Operations Program Granted
NSA Designation. Web site. U.S. Naval Academy. Available from: https://www.
usna.edu/NewsCenter/2020/11/USNA_CYBER_OPERATIONS PROGRAM
GRANTED NSA DESIGNATION.php.
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